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Telemetry data: the key to effective AI 
Root Cause Analysis

Nikolay Sivko,
Co-Founder at Coroot



Let’s meet
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• SRE background
• Former Head of Infra
• Now Co-founder and CEO @ Coroot
• We build an open-source observability tool that turns 

telemetry data into actionable insights: 

github.com/coroot/coroot (Apache 2.0) 
 over 7k⭐
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AI for Root Cause Analysis
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LLMs strengths and weaknesses

5

• LLMs have a general “understanding” of how systems work, they can even 
suggest fixes for issues like Postgres deadlocks.

• But they know nothing about your app unless you provide enough context.

• That context is always limited (as of 2025 — up to ~1M tokens).

• Their responses are non-deterministic - you won’t always get the same 
answer twice.



The context AKA prompt AKA input data
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• You can feed LLMs any data - logs, traces, metrics, profiles, 
events

• In any format: text, JSON, YAML, even screenshots of your 
dashboards

• But here’s the catch: the answer must already be in your data



Telemetry data
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• Logs, Traces, Metrics, Profiles, Events

• If you have installed a timeseries database it doesn’t mean you have 
enough metrics

• No matter how efficient your log storage, if your app silently return 
HTTP-500

• Traces can pinpoint that the database is performing slowly, but they can’t 
show WHY
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An example
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• OpenTelemetry demo
• Every app is instrumented with OpenTelemetry
• Enabling the loadGeneratorFloodHomepage feature flag: 

Flood the frontend with a large amount of requests.



10



11

      Load-generator -> frontend-proxy -> proxy (increased latency)
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Nothing interesting in logs



Frontend-proxy
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Frontend
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Product-catalog

15



Back to Frontend
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The answer
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LLM + precise context
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Comprehensive context for AI RCA
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• System topology/Service Map (traces, metrics)
• Service Level Indicators (SLIs) of every service and database
• Logs
• Events (Kubernetes, Cloud, Code changes)
• Resource metrics (CPU, Memory, PSI, Disk)
• Node metrics
• Network metrics
• Runtime metrics (JVM, Node.js, Python, Go, ….)
• Database-specific metrics  (Postgres, MySQL, Mongo, …)
• Profiles
• Custom metrics associated with a service with clear explanations for LLMs



How to gather telemetry data
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• Manual instrumentation
• SDK-based instrumentation (OpenTelemetry)
• eBPF-based instrumentation
• Or a hybrid approach combining them all



Where to store telemetry data
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• Anywhere you want :)
• It doesn’t really matter for root cause analysis
• Some options are cheaper or more efficient than others

The only bad choice? An empty storage.



How to work with AI
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• Expose all your data to an LLM via MCP (Model Context Protocol) or tools
• In our experiments, this performs poorly.
• It’s hard to see the big picture from raw metrics, logs, and traces, even 

for AI (and humans).

• Preprocess the data and feed LLMs only the findings and relevant context
• Requires other methods to detect what truly matters without LLMs
• Super cost-effective in terms of input tokens



Benchmarks and coverage
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• There are no established RCA benchmarks yet, but we suggest starting with 
Otel demo failure scenarios: https://coroot.com/ai-benchmark

Coverage is a tricky topic - we can’t measure how many of the infinite failure 
scenarios we can actually explain. But we could say:

• For 90+% of issues, we identify the problematic service
• We detect 80%+ of infra-, orchestrator-, network-, and cloud-related 

failures
• We catch the most common JVM, Node.js, and similar app issues
• 100% of incidents caused by code or infra changes are detected
• 80% of common database issues - locks, bad queries, missing indexes, 

schema changes



Final thoughts
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• LLMs can assist with root cause analysis

• They can summarize, add context, and even suggest fixes based on 
symptoms

• But they need context about your system and the current issue

• If you can find the root cause with your existing telemetry, AI can too - just 
much faster

• And the opposite is also true: trash in → trash out



https://www.linkedin.com/in/nikolay-sivko 
https://github.com/coroot/coroot

Thank you, Let’s connect!
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https://www.linkedin.com/in/peterzaitsev

