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| Since MCP was introduced
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https://github.com/modelcontextprotocol/servers/
https://github.com/punkpeye/awesome-mcp-servers
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@ Model Context Protocol 3 ;f’“..r:g? 12
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“Think of MCP like a USB-C port for Al applications. Just as USB-C provides a
standardized way to connect your devices to various peripherals and accessories,
MCP provides a standardized way to connect Al models to different data sources

and tools.”

https://modelcontextprotocol.io
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Any web services
or storages
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Some software
with chat interface

Hey, tell me
something about

User my metrics...

\/ VictoriaMetrics

N/
N7

Simple, Reliable, Efficient Monitoring

victoriametrics.com




| How MCP works?

Some software
with chat interface

Hey, tell me

_ something about
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VIVictoriaMetrics Simple, Reliable, Efficient Monitoring victoriametrics.com




| How MCP works?

Some software * Anyweb services
with chat interface : or storages
Hey, tell me N/
_ something about _ : V
Use r my metrics... ) ) VictoEiIal\getrics
e ——— | 8
get all necessary data and documentation Q
VictoriaMetrics
\%
VictorialLogs
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| How MCP works?

Some software
with chat interface

Hey, tell me
_ something about
User § my metrics...
query
I’'m glad you asked
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How MCP works?

Some software
with chat interface
(MCP host app)

User ?

ok
—
2
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LLM — Large Language Model

A type of artificial intelligence model trained on vast amounts of text data to
understand and generate human-like language. These models can perform
various language tasks such as writing, translation, summarization, and
question-answering by predicting the most likely next words or phrases based on
patterns learned during training.
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| How MCP works?
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How MCP works?

Some software
with chat interface
(MCP host app)

User
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| How MCP works?

Any web services
or storages
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| How MCP works?

@ MCP Servers declare and provide entities:

Tools - some executable functionality for clients

..................................................................................................................... Qo9 Common

@ Prompts - reusable prompt templates - 3 E recipes or
.................................................................................... \ 8§99 scenarios
"""""""""""""""""" % that works with this MCP
p
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| How MCP works?

Documentation,
specifications,
etc...
@ MCP Servers declare and provide entities: ,
Tools - some executable functionality for clients
Resources - some data to provide context for LLM -
L, Qo9 Common
@ Prompts - reusable prompt templates - 3 E recipes or
.................................................................................................................... \ 8%y scenarios
\ that works with this MCP
\\ -
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| How MCP works? API Endpoints

(can be generated based on your OpenAPI Spec)

Documentation,
specifications,
etc...
@ MCP Servers declare and provide entities: ‘; :
Tools - some executable functionality for clients
Resources - some data to provide context for LLM -
L, Qo9 Common
@ Prompts - reusable prompt templates - 3 E recipes or
............................................................................................................ \ FL33 scenarios
"""" v that works with this MCP
2
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You can create OpenAPI based MCP Servers

Q

https://jedisct1.github.io/openapi-mcp/
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https://jedisct1.github.io/openapi-mcp/
https://github.com/higress-group/openapi-to-mcpserver
https://github.com/harsha-iiiv/openapi-mcp-generator
https://github.com/ckanthony/openapi-mcp
https://mcp-link.vercel.app/
https://github.com/hannesj/mcp-openapi-schema
https://github.com/janwilmake/openapi-mcp-server
https://github.com/baryhuang/mcp-server-any-openapi

| How MCP works?

MCP \
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?»? MCP Servers ]
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| How MCP works?
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| How MCP works?
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| How MCP works?
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| How MCP works?

__________________________________________________________________________ MCP
query ( . \| protocol
————— g %) MCP Client
Neoooooo - i e i B e et et = ======——ud )
Here are some i i
query (prompt) and ! !
list of available I I
tools with their ! !
descriptions. ! !
Based on this data i i
tell me which of the : ! !
tools should | use ] ! !
. toanswer the ' i i
L query? ! !
pEstIEmm Y e S —— )
: LELLM |
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| How MCP works?

query

\/ VictoriaMetrics

«

~ =

___________________________________________________________________________

Here are some
query (prompt) and
list of available
tools with their
descriptions.

Based on this data
tell me which of the
tools should | use
to answer the

query?

Here are some
query (prompt) and
description of the
tool andit’s
parameters.

Based on this data
tell me what param
values should | use
for this tool ?

Simple, Reliable, Efficient Monitoring

Here are some
query (prompt) and
extra context from
tool.

Based on this data
tell me what should
i answer next?
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MCP
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How MCP works?

Al agent
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How MCP works?

4 N

Al agent
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How MCP works?

-

Al agent @ Autonomous software tools

@ Show reasoning, planning and have a level of
autonomy to make decisions

___________________ @ can work with other agents to coordinate and
perform more complex workflows.

\ ___________________ j .......................................................................................................

ok
—
2
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How MCP works?

Al agent
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How MCP works?

Some software _ Any web services
with chat interface : : or storages
(MCP host app) :
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VictoriaMetrics
Cloud

User

N/
\

VictoriaMetrics
N, /]
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! i:? LLM ! VictorialLogs
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| How MCP works?

Some software " Anyweb services
with chat interface or storages
(MCP host app) :
Y
U ser VictoEiIal\getrics

Hey, tell me

something about =
my metrics... g @ MCP Servers

\__/)

VictoriaMetrics
I’'m glad you asked v
VictorialLogs
[} [ |}
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| mcp-victoriametrics

) Product

a

Solutions.

Resources

github.com

Open Source v Enterprise

ommunity / mep:

< Code () lssues 1 I Pullrequests

Vl VictoriaMetrics

public
1 @ Actions [ Projects (@ Security |~ Insights
¥ main + P 9Branches © M Tags Q Gotofile

[ README @ Codeof conduct 4% Apache-2.0 license

VictoriaMetrics MCP Server

‘The implementation of Model Context Protocol (MCP) server for VictoriaMetrics.

This provides access to your VictoriaMetrics instance and seamless integration with VictoriaMetrics APIs and
documentation. It can give you a comprehensive interface for monitoring, observabilty, and debugging tasks
related to your VictoriaMetrics instances, enable advanced automation and interaction capabilities for engineers
and tools,

Features

This MCP server allows you to use almost all read-only APIs of VictoriaMetrics, i.. all functions available in VMU

« Querying metrics and exploring data (even drawing graphs if your client supports it)
« Listing and exporting available metrics, labels, labels values and entire series

« Analyzing and testing your alerting and recording rules and alerts

« Showing parameters of your VictoriaMetrics instance

« Exploring cardinality of your data and metrics usage statistics

« Analyzing, tracing, prettifying and explaining your queries

« Debugging your relabeling rules, ing and retention policy

* Integration with VictoriaMetrics Cloud

In addition, the MCP server contains embedded up-to-date documentation and is able to search it without online
access.

Search or jump to signin

0 Notfications ¥ Fork 3

About

‘The implementation of Model Context
Protocol (MCP) server for
VictoriaMetrics

@ victoriametrics.com

s monitoring mep  observabity
g victorlmetics  mep-sarver
O Reacme

i Apache-20license

® Code of conduct

A petiity

B Custom properties

7 33sters

® Suatching

¥ 3forks

Report repository

Releases 11

© w10 (&
19 ho
+10 releases

Packages 1

@ mep-victoriametrics.

Simple, Reliable, Efficient Monitoring

sonw )

¥ sur 33
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https://github.com/VictoriaMetrics-Community/mcp-victoriametrics
https://github.com/VictoriaMetrics-Community/mcp-victoriametrics

| How to install with docker

» docker pull ghcr.io/victoriametrics-community/mcp-victoriametrics
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| How to install with go

» go install github.com/VictoriaMetrics-Community/mcp-victoriametrics/cmd/mcp-victoriametrics
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| How to install from source code

git clone https://github.com/VictoriaMetrics-Community/mcp-victoriametrics.git

cd mcp-victoriametrics
make build

docker build -t mcp-victoriametrics .
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How to install using binaries or other methods

VIVictoriaMetrics Simple, Reliable, Efficient Monitoring victoriametrics.com


https://github.com/VictoriaMetrics-Community/mcp-victoriametrics
https://github.com/VictoriaMetrics-Community/mcp-victoriametrics

| Awesome MCP clients list

@ punkpeye / awesome-mcp-clients Pubic Q Notifcations | | ¥ Fork 249 | ¢ str 37k
¢ Code ( Issues 18 11 Pullrequests 25 @ Actions [ Projects @ Security | Insights ! : ‘
pman- | P oo wtotie Avout h
A collection of MCP clients.
& punkpeye Merge pull request #87 from zinja-c... @ aga tweek ©
& glama.ai/mep/clients
screenshots Merge branch ‘main’ into ad last week ;
mep  clients
[ CONTRIBUTING.md add outline 5 months ago
m Readme
[ UCENSE add outline 5 months ago MIT license
e Activity

[ README.md Merge branch 'main’ into ad, last week

LR

3.7k stars

® 34watching

[ README s MIT license P
249 forks
Report repository
Awesome MCP Clients «“Ez==a
Contributors 39
8 s
{9008
A curated list of awesome Model Context Protocol (MCP) clients. z a o g
« What is MCP? A .
« Community o
« Clients +25 contributors PS °

« Servers

<

What is MCP?

MCP is an open protocol that enables Al models to securely interact
with lnral and ramate racniirea thraiah standardized <arvar
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https://github.com/punkpeye/awesome-mcp-clients
https://www.pulsemcp.com/clients

I Which clients are supported?

©ORPO® D ®

ChatGPT Claude VS Code Cursor JetBrains IDEs Windsurf LibreChat
(in beta)
Continue Cline Goose RooCode Warp

\/VictoriaMetrics Simple, Reliable, Efficient Monitoring victoriametrics.com

«



How to set up in your client?
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How to set up in your client?

stdio mode
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How to set up in your client?

stdio mode

@ Name of mcp-server: it’s just human readable name you'll see in Ul
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How to set up in your client?

stdio mode
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How to set up in your client?

stdio mode

@ Environment variables (env): parameters of MCP
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How to set up in your client?

stdio mode

@ Name of mcp-server: it’s just human readable name you'll see in Ul

\/VictoriaMetrics Simple, Reliable, Efficient Monitoring victoriametrics.com

«




How to set up in your client?

5 Al

: "/path/to/mcp-victoriametrics",

: "<YOUR_VM_INSTANCE>",
: "<YOUR_VM_INSTANCE_TYPE>"
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How to set up in your client?

— the name of MCP Server
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How to set up in your client?

: "/path/to/mcp-victoriametrics", . the command to run
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How to set up in your client?

: { < parameters in form of environment variables
: "<YOUR_VM_INSTANCE>",
: "<YOUR_VM_INSTANCE_TYPE>"
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How to set up in your client?

Visual Studio Code

2 {
: "stdio",
: "/path/to/mcp-victoriametrics",

: "<YOUR_VM_INSTANCE>",
: "<YOUR_VM_INSTANCE_TYPE>"
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How to set up in your client?

5 Al

: "/path/to/mcp-victoriametrics",

: "<YOUR_VM_INSTANCE>",
: "<YOUR_VM_INSTANCE_TYPE>"
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How to set up in your client?

:
2 {
5 Al
: "/path/to/mcp-victoriametrics",
2 {
: "<YOUR_VM_INSTANCE>",
: "<YOUR_VM_INSTANCE_TYPE>"
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How to set up in your client?

JetBrains IDE

5 Al

: "/path/to/mcp-victoriametrics",

: "<YOUR_VM_INSTANCE>",
: "<YOUR_VM_INSTANCE_TYPE>"
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How to set up in your client?

stdio mode

@ Name of mcp-server: it’s just human readable name you'll see in Ul
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| How to set up in your client?

e {
"docker",

2 [
"run", "-1", "--rm",
"-e", "VM_INSTANCE_ENTRYPOINT",
".e", "VM_INSTANCE_TYPE",
"ghcr.io/victoriametrics-community/mcp-victoriametrics:latest",

: {
"https://play.victoriametrics.com",
"cluster"
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Tools in
your client

Vl VictoriaMetrics

% Sunday session, Alexander?

How can | help you today?

(€]

88

@ Learn

Use style
Extended thinking

Web search
Drive search Connect [
Gmail search “onnect [

Calendar search Sonnect [7

victoriametrics 2 >

Add integrations O
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Claude Sonnet 4 v

88 Connect apps
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| mcp-victoriametrics configuration

ese M- < github.com e h+ B

[0 README @ Codeof conduct &5 Apache-2.0 license

Configuration

MCP Server for VictoriaMetrics is configured via environment variables:

i i : Allowed
Variable Description Required Default
values
URLto Yes (if you don't
VM_INSTANCE_ENTRYPOINT |
VictoriaMetrics use - -
VMC_APT_KEY
instance VHC_API_KEY )
Type of Yes (if you don't N
VH_INSTANCE_TYPE VictoriaMetrics use - e
cluster
instance VHC_API_KEY )
Authentication token
VH_INSTANCE_BEARER_TOKEN for VictoriaMetrics  No - -
Al
APl key from
VHC_APT_KEY VictoriaMetrics No - -
Cloud Console
Server operation stdio,
MCP_SERVER_MODE mode. SeeModes  No stdio sse,
for detals. nttp
Address for SSE or
MCP_LISTEN_ADDR HTTP server tolisten  No localhost:sase | -

on

MCP_DISABLED_TOOLS. Comma-separated |
& - list o tools to disable

You can use two options to connect to your VictoriaMetrics instance:

+ Using VM_INSTANGE_ENTRYPOINT + VM_INSTANCE_TYPE + WM_INSTANCE BEARER_TOKEN (optional)
environment variables to connect to any single-node or cluster instance of VictoriaMetrics.
+ Using VMC_AP_KEY environment variable to work with your VictoriaMetrics Cloud instances.
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https://github.com/VictoriaMetrics-Community/mcp-victoriametrics
https://github.com/VictoriaMetrics-Community/mcp-victoriametrics

How to set up in your client?

:\_?_[f/l__c_li_c_l_i?it___f _____ [ /@ MCP Servers ]
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How to set up in your client?

:\_?_[f/l__c_li_c_l_i?it___f _____ [ /@ MCP Servers ]
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| sTDIO

The stdio transport enables
communication through standard
input and output streams. This is
particularly useful for local
integrations and command-line
tools

<\/’ The most common transport

<J' Perfect for CLIs, desktop
apps and local integrations
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The stdio transport enables
communication through standard
input and output streams. This is
particularly useful for local
integrations and command-line
tools

\/ VictoriaMetrics
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streamable

HTTP

The Streamable HTTP transport
uses HTTP POST requests for
client-to-server communication and
optional Server-Sent Events (SSE)
streams for server-to-client
communication.

‘\/) Good for web services, APls

(J' Slower that others: ~1-10ms
(network + HTTP overhead)
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| ssE

The legacy SSE transport enabled
server-to-client streaming with
HTTP POST requests for
client-to-server communication.

@ Deprecated

@ But still support as only way to
connect some of the clients
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| sTDIO

The stdio transport enables
communication through standard
input and output streams. This is
particularly useful for local
integrations and command-line

<\/’ The most common transport

Perfect for CLIs, desktop
apps and local integrations
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streamable

HTTP

The Streamable HTTP transport
uses HTTP POST requests for
client-to-server communication and
optional Server-Sent Events (SSE)
streams for server-to-client
communication.

‘\/) Good for web services, APls

(J’ Slower that others: ~1-10ms
(network + HTTP overhead)
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| ssE

The legacy SSE transport enabled
server-to-client streaming with
HTTP POST requests for
client-to-server communication.

@ Deprecated

@ But still support as only way to
connect some of the clients
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| Features overview
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Available tools

tenants (for cluster)

Q
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| Available tools

test_rules

explain_query

documentation

\/ VictoriaMetrics
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Available tools

tenants (for cluster)

Q
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Usage scenarios
and examples
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| Available tools

@ tenants (for cluster)
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[ ) () IH] VictoriaMetrics Tenant List v

o Give me the list of available tenants

I'll check the available tenants in your VictoriaMetrics instance.
@ tenants

Here are the available tenants in your VictoriaMetrics instance:

e 0:0 (default tenant)
* 100:0

* 10:0

* 1:0

The tenant format follows the pattern accountID:projectID . The "0:0" tenant is typically

the default tenant used when no specific tenant is specified in queries.

Reply to Claude...

+ || = \ Claude Sonnet 4 -
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e®e0e [ VictoriaMetrics Tenant List v

° Which tenants do we have?

I'll check which tenants are available in your VictoriaMetrics instance.
@ tenants

Your VictoriaMetrics instance has 4 tenants:

e 0:0 (default tenant)
¢ 100:0

¢ 10:0

* 1:0

The tenant format follows the pattern accountID:projectID . The tenant "0:0"is typically

the default tenant used when no specific tenant is specified in queries.

Reply to Claude...

+ 25 Claude Sonnet 4
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Which tenants do we have?
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Which tenants do we have?

I'll check which tenants are available in your VictoriaMetrics instance.

e ———
==

@ tenants
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Which tenants do we have?

I'll check which tenants are available in your VictoriaMetrics instance.
@ tenants

Your VictoriaMetrics instance has 4 tenants:

e 0:0 (default tenant)

e 100:0

e 10:0

e 1:0
The tenant format follows the pattern accountID:projectID. The tenant "0:0" is typically the default tenant used when
no specific tenant is specified in queries.
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Which tenants do we have?

I'll check which tenants are available in your VictoriaMetrics instance.
@ tenants

Your VictoriaMetrics instance has 4 tenants:

e 0:0 (default tenant)

e 100:0

e 10:0

e 1.0
The tenant format follows the pattern accountID:projectID. The tenant "0:0" is typically the default tenant used when
no specific tenant is specified in queries.

from now on, let's work with default tenant
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Which tenants do we have?

I'll check which tenants are available in your VictoriaMetrics instance.
@ tenants

Your VictoriaMetrics instance has 4 tenants:

e 0:0 (default tenant)

e 100:0

e 10:0

e 1:0
The tenant format follows the pattern accountID:projectID. The tenant "0:0" is typically the default tenant used when
no specific tenant is specified in queries.

from now on, let's work with default tenant

Understood! I'll use the default tenant "0" (which corresponds to "0:0") for all subsequent queries and operations. This
is actually the default behavior, so all VictoriaMetrics API calls will automatically use the default tenant unless you
specify otherwise.
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| Available tools

@ tenants (for cluster)
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| Available tools
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Understood! I'll use the default tenant "0" (which corresponds to "0:0") for all subsequent queries and operations. This
is actually the default behavior, so all VictoriaMetrics API calls will automatically use the default tenant unless you
specify otherwise.
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Understood! I'll use the default tenant "0" (which corresponds to "0:0") for all subsequent queries and operations. This
is actually the default behavior, so all VictoriaMetrics API calls will automatically use the default tenant unless you
specify otherwise.

What metrics do we have?

————
——————
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What metrics do we have?

I'll get the list of available metrics from your VictoriaMetrics instance.

P—
===

? metrics
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What metrics do we have?

I'll get the list of available metrics from your VictoriaMetrics instance.
@ metrics

Your VictoriaMetrics instance has a comprehensive set of metrics across various categories:

e Infrastructure & System Metrics:
o Kubernetes components: Extensive metrics from APl server (apiserver_*), kubelet (kubelet_*), controller
runtime (controller_runtime *)
o Node metrics: CPU, memory, disk, network statistics (node_*)
o Container metrics: Resource usage, filesystem, network (container_*)
e Monitoring & Observability:
o Prometheus ecosystem: Alertmanager (alertmanager_*), kube-state-metrics (kube_*)
o VictoriaMetrics components: VM storage (vm_*), VMAgent (vmagent_*), VMAlert (vmalert_*), VMAuth
(vmauth_*)
o VictoriaLogs: (v1_*) for log management
o Vector log collector: (vector_*)
o ArgoCD: Application and GitOps metrics (argocd_*)
e Application & Custom Metrics:
o Go runtime: Garbage collection, memory, goroutines (go_*)
o HTTP & networking: Request durations, connection stats (grpc_*, rest_client_%*)
o Custom applications: Various business metrics like all_visits count,unique_visits_count,github_* docker *

You have 808 unique metrics covering infrastructure monitoring, application performance, and business analytics. This
suggests a robust monitoring setup with full observability across your stack.

Would you like me to analyze any specific metric category or help you explore particular aspects of your monitoring data?
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Your VictoriaMetrics instance has a comprehensive set of metrics across various categories:

e Infrastructure & System Metrics:

o Kubernetes components: Extensive metrics from API server ( ), kubelet ( ), controller
runtime ( )
o Node metrics: CPU, memory, disk, network statistics ( )
o Container metrics: Resource usage, filesystem, network ( )
) Monltorlng & Observability:
o Prometheus ecosystem: Alertmanager ( ), kube-state-metrics ( )
o VictoriaMetrics components: VM storage ( ), VMAgent ( ), VMAlert ( ), VMAuth

( )
o VictorialLogs: ( ) for log management
o Vector log collector: ( )
o ArgoCD: Application and GitOps metrics ( )
° Appllcatlon & Custom Metrics:
> Go runtime: Garbage collection, memory, goroutines ( )
o HTTP & networking: Request durations, connection stats ( , )
o Custom applications: Various business metrics like . : ]

You have 808 unique metrics covering infrastructure monitoring, application performance, and business analytics. This
suggests a robust monitoring setup with full observability across your stack.

Would you like me to analyze any specific metric category or help you explore particular aspects of your monitoring data?

Show me argcd metrics

————
e
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o Lontainer metrics: resource usage, niesysitem, network )
° Monltorlng & Observability:

o Prometheus ecosystem: Alertmanager ( ), kube-state-metrics ( )

o VictoriaMetrics components: VM storage ( ), VMAgent ( ), VMAlert ( ), VMAuth
( )

o VictoriaLogs: ( ) for log management

o Vector log collector: ( )

o ArgoCD: Application and GitOps metrics ( )

° Appllcatlon & Custom Metrics:
o Go runtime: Garbage collection, memory, goroutines ( )
o HTTP & networking: Request durations, connection stats ( , )
o Custom applications: Various business metrics like A , !
You have 808 unique metrics covering infrastructure monitoring, application performance, and business analytics. This
suggests a robust monitoring setup with full observability across your stack.

Would you like me to analyze any specific metric category or help you explore particular aspects of your monitoring data?

Show me argcd metrics

I'll get the ArgoCD metrics from your VictoriaMetrics instance.

?) metrics
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Show me argcd metrics

I'll get the ArgoCD metrics from your VictoriaMetrics instance.

?) metrics

Perfect! Here are all the ArgoCD metrics available in your VictoriaMetrics instance:

ArgoCD Metrics Categories

Application Management

argocd_app_1info - Information about ArgoCD applications
argocd_app_orphaned_resources_count - Count of orphaned resources per application
argocd_app_reconcile_bucket/count/sum- Application reconciliation performance metrics

Cluster Management

argocd_cluster_api_resource_objects - Number of API resource objects in clusters
argocd_cluster_api_resources - Count of APl resources in clusters
argocd_cluster_cache_age_seconds - Age of cluster cache data
argocd_cluster_connection_status - Connection status to managed clusters
argocd_cluster_events_total - Total cluster events processed
argocd_cluster_info - Information about managed clusters

Git Operations

\/ VictoriaMetrics

«

argocd _git _request_duration_seconds_* - Git request latency metrics (histogram)
argocd_git_request_total - Total Git requests made

Simple, Reliable, Efficient Monitoring
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Rubectl Operations

° - Rate limiting duration metrics
° - Kubectl request performance

° - Size of kubectl requests

° - Total kubectl requests

° - Size of kubect! responses

Redis Operations

- Redis request latency metrics
° - Total Redis requests

Repository Management
° - Pending repository requests
Resource Processing

- Git request latency metrics (histogram)
° - Resource event processing performance

General Info
° - General ArgoCD instance information

Would you like me to query specific ArgoCD metrics to see their current values or analyze particular aspects of your
ArgoCD deployment performance?

What labels does the argocd_app_1info have?

S
|
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What labels does the argocd_app_1info have?

I'll guery the series for argocd_app_1info to see what labels are available.

P—
===

?) series
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What labels does the argocd_app_1info have?

I'll guery the series for argocd_app_1info to see what labels are available.

? series

Based on the series data, the argocd_app_1info metric has the following labels:

ArgoCD-Specific Labels

e name - The name of the ArgoCD application (e.g., "grafana", "monitoring", "argocd")
autosync_enabled - Whether auto-sync is enabled ("true"/"false")
dest_namespace - The destination namespace where the app is deployed
health_status - Application health status (e.g., "Healthy")
project - ArgoCD project name (e.g., "default")
repo - Git repository URL or Helm chart repository
sync_status - Synchronization status (e.g., "Synced")

Standard Kubernetes/Prometheus Labels

e namespace - Kubernetes namespace where ArgoCD is running ("argocd")
cluster - Cluster identifier ("sandbox")

service - Kubernetes service name ("argocd-metrics")

job - Prometheus job name ("argocd-metrics")

instance - Instance endpoint ("10.71.10.3:8082")

pod - Pod name ("argocd-application-controller-0")

container - Container name ("argocd-application-controller")

endpoint - Metrics endpoint ("metrics")
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Standard Kubernetes/Prometheus Labels

- Kubernetes namespace where ArgoCD is running ("argocd")
- Cluster identifier ("sandbox")
- Kubernetes service name ("argocd-metrics")
- Prometheus job name ("argocd-metrics")
- Instance endpoint ("10.71.10.3:8082")
- Pod name ("argocd-application-controller-0")
- Container name ("argocd-application-controller")
- Metrics endpoint ("metrics")
- Original namespace label ("argocd")
- Prometheus instance ("monitoring/monitoring-vmagent")

Your Current Applications

| can see you have 24 ArgoCD applications deployed, all with:
° Auto-sync enabled
° Healthy status
° Synced state

Some notable applications include monitoring tools (Grafana, Prometheus), VictoriaMetrics components, and various

operational tools.

Would you like me to query specific applications or analyze the health/sync status across your ArgoCD deployment?

What values i have for label name of this metric?

—
|
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- Pod name ("argocd-application-controller-0")
- Container name ("argocd-application-controller")
- Metrics endpoint ("metrics")
- Original namespace label ("argocd")
- Prometheus instance ("monitoring/monitoring-vmagent")

Your Current Applications
| can see you have 24 ArgoCD applications deployed, all with:
° Auto-sync enabled
° Healthy status
° Synced state
Some notable applications include monitoring tools (Grafana, Prometheus), VictoriaMetrics components, and various
operational tools.
Would you like me to query specific applications or analyze the health/sync status across your ArgoCD deployment?

What values i have for label name of this metric?

I'll get the distinct values for the name label of the argocd_app_info metric.

e
===

@ label_values
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What values i have for label name of this metric?

I'll get the distinct values for the name label of the argocd_app_1info metric.
@ label_values

Here are all the values for the name label of the argocd_app_info metric, representing your deployed ArgoCD applications:
Your ArgoCD Applications (24 total)
Monitoring & Observability
® analytic-exporter
e grafana
grafana-dashboards
kube-state-metrics
monitoring
node-exporter
play-grafana
e play-grafana-dashboards
VictoriaMetrics Ecosystem
e victoria-metrics-operator
vmlicense
vmlogs-single
vmlogs-slack2logs
benchmark-vm-cluster
MCP (Model Context Protocol) Services
® mcp-victorialogs
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®©® [  ArgoCD Application Metrics Lookup v Copy X

ArgoCD Applications List

o Show me from my metrics the list of applications in ArgoCD
Based onthe argocd_app_info metric from your VictoriaMetrics instance, here are all
the currently deployed ArgoCD applications:

Thought process 1s ~
The user is asking me to show a list of applications in ArgoCD from their metrics. This means they have a Application Destination Health | Sync | Auto-
VictoriaMetrics instance that's collecting metrics, and they want to see ArgoCD application information Nome Naacoacs T | atmrual | Stuat | oymanl|:freiect |Repostery
from those metrics.
analytic- analytic-
To do this, I should: Healthy | Synced | @ default  https://github.com/vic
exporter exporter
1. First, look at what metrics are available to see if there are ArgoCD-related metrics app-of-apps argocd Healthy | Synced | € default  https://github.com/vic
2. Then query for ArgoCD application metrics specifically =
argocd argocd Healthy | Synced | @ default  https://github.com/vic
Let me start by checking what metrics are available that might be related to ArgoCD.
benchmark-
benchmark Healthy | Synced | 4 default = https://github.com/vic
T'l help you find ArgoCD applications from your metrics. Let me first check what ArgoCD- sl sten
related metrics are available in your VictoriaMetrics instance. external-dns | external-dns | Healthy | Synced | € default | https:/kubernetes-sic
grafana grafana Healthy | Synced | @ default ~ https://grafana.github
v metrics & grafana-
grafana Healthy | Synced | @ default  https://github.com/vic
dashboards
It seems the match parameter doesn't accept wildcard patterns in that format. 0s v
kube-state- kube-state- https:/prometheus-cc
i Healthy | Synced | 4 default
Let me try a different approach to find ArgoCD metrics: metrics metrics charts
load-balancer | - Healthy | Synced default  https:/github.com/vic
Vv metrics v s —
‘ Healthy | Synced | 4 default  https://github.com/vic
etol et
Identifying ArgoCD application metrics from available list 4s v Veror'a.ogs yelergeas
mep- mep-
. A R . Wi : e .| Healthy | Synced | @ default  https:/github.com/vic
Perfect! I can see ArgoCD metrics are available. Let me query the argocd_app_info metric victoriametrics = victoriametrics
which contains information about ArgoCD applications: monitoring monitoring Healthy | Synced | @ default  https:/github.com/vic
https:/prometheus-cc
v query v node-exporter | node-exporter | Healthy | Synced | @ default
charts
Crafted comprehensive ArgoCD application metrics table for display 25 v play-grafana | play-grafana | Healthy | Synced | & default  https://grafana.github
oyl i Healthy | Synced | default  https://github.com/
. " e . lay-grafana el nce efault  https://github.com/vic
Here's the list of ArgoCD applications from your metrics: dashboards Pov:a i [ Reig
\ prometheus- | prometheus- https:/github.com/vic
Healthy | Synced | 4 default
ArgocD ApplicatiansLlst benchmark-Its | benchmark e benchmark
Document
prometheus- N s
J prometheus- https:/github.com/vic
benchmark- Healthy | Synced | @ default
benchmark benchmark
stable
Unearthed comprehensive ArgoCD application landscape from metrics data.
prometheus-
prometheus- https:/github.com/vic
I've extracted the complete list of ArgoCD applications from your metrics! Your benc.hmark— s i Healthy | Synced | @ default benchmark
VictoriaMetrics instance shows 24 ArgoCD applications currently deployed, and the good staging
news is that all of them are: slack2logs slack2logs Healthy | Synced | @ default ~ https://github.com/vic
+ © Healthy status tg-spam tg-spam Healthy | Synced | @ default  https:/github.com/vic
. . o victoria-
« [ Synced with their repositories ) s X
metrics- vm-operator Healthy | Synced | @ default ~ https://github.com/vic
« ¥ Auto-sync enabled onerator
https://github.com/vic
Reply to Claude... vmlicense vmlicense Healthy | Synced | 4 default
enterprise/
+ = Claude Sonnet 4 vmlogs-single | vmlogs Healthy | Synced | 4 default  https://victoriametrics
vmlogs- _
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ArgoCD Application List v

° Show me the list of applications in ArgoCD
3s ~

Thought process

The user is asking about ArgoCD applications, but I need to clarify something important. The tools I have
available are specifically for VictoriaMetrics, not ArgoCD. ArgoCD is a GitOps continuous delivery tool for
Kubernetes, while VictoriaMetrics is a time series database and monitoring solution.

Ishould let the user know that I don't have direct access to ArgoCD APIs or tools, but I can help them
understand how to get ArgoCD application information using the ArgoCD CLI or AP], or if they have
VictoriaMetrics monitoring their ArgoCD deployment, I might be able to help with metrics queries.

Let me explain this to the user and offer alternative ways to help.

Idon't have direct access to ArgoCD APIs or tools - the functions I have available are
specifically for VictoriaMetrics (a time series database and monitoring solution).

To get alist of applications in ArgoCD, you would typically use one of these methods:
ArgoCD CLI:

bash

argocd app list

ArgoCD API:

bash
curl -H "Authorization: Bearer $ARGOCD_TOKEN" \

https://your-argocd-server/api/vl/applications

ArgoCD Web UI: Navigate to your ArgoCD dashboard where applications are displayed in the
main interface.
kubectl (if you have access to the cluster):

bash

kubectl get applications -n argocd

If you have VictoriaMetrics monitoring your ArgoCD deployment and collecting metrics from
it, I could help you query those metrics to get information about ArgoCD applications. Would
that be useful, or do you need help with something else related to VictoriaMetrics?

Reply to Claude...

+ e~ & Claude Sonnet 4
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| Available tools
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| Available tools
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show me current alerts ————
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show me current alerts

I'll check the current alerts in your VictoriaMetrics instance.

P—
===z

? alerts
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show me current alerts

I'll check the current alerts in your VictoriaMetrics instance.
? alerts

Alert Summary
You have many firing alerts and several pending alerts currently active in your sandbox cluster.

Critical Alerts (Firing) @
HostFilesystemDeviceError - Multiple instances
e Severity: Critical
e Status: Firing (since May 26, 2025)
e Issue: Permission denied errors on filesystem devices
e Affected instances: Multiple nodes (10.142.0.x:9100)
e Devices affected:
o tmpfs filesystems (Kubernetes projected volumes, secrets, config maps)
o /dev/sdb, /dev/sdc persistent disk mount points
o Various Kubernetes volume mount paths
HostCpulsUnderutilized - Some instances
e Severity: Info
e Status: Firing
e Issue: CPU utilization < 20% for extended periods
e Recommendation: Consider reducing CPU allocation

Pending Alerts _
HostCpulsUnderutilized - Multiple instances

LI
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o0 [ Untitled v

° Show me current alerts

Fetching current alerts from VictoriaMetrics monitoring system
I'll check the current alerts in your VictoriaMetrics instance.

Vv alerts

Request

{
tenant’: "0,

state’: "all

*

Reply to Claude...

+ = )
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o Various Kubernetes volume mount paths
HostCpulsUnderutilized - Some instances
e Severity: Info
e Status: Firing
e Issue: CPU utilization < 20% for extended periods
e Recommendation: Consider reducing CPU allocation

Pending Alerts
HostCpulsUnderutilized - Multiple instances
e Severity: Info
e Status: Firing
e Issue: CPU utilization < 20% for 1 week
e Recommendation: Various nodes showing underutilization

Key Issues to Address
1. Permission Issues: The filesystem device errors suggest there are permission problems accessing mounted volumes
on your Kubernetes nodes. This could impact application functionality.
2. Resource Optimization: Multiple CPU underutilization alerts suggest you may be able to optimize your cluster
resource allocation.
3. Cluster Health: The large number of filesystem permission errors across multiple nodes indicates a systemic issue
that should be investigated.
Most of these alerts are from your sandbox-gke environment in the sandbox cluster. The filesystem permission errorsin
particular warrant immediate attention as they could affect application performance and stability.

show me the graph for the queries for these alerts

S
|
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® 0 ® [  VictoriaMetrics Alerts Overview v

Thought process 6

Perfect! I've created a i that visualizes thy lerts for the last 2

hours. The dashboard includes:

1. Summary Cards: Show the critical stats - 47 critical alerts, 3 warning alerts, and 18 affected nodes
2. Filesystem Errors Chart: Bar chart showing filesystem device errors by node

3.CPU Utilization Chart:
different utilization leve

ar chart showing CPU utilization percentages, with color coding for

4. Alert Details: Detailed breakdovn of the two main alert types

5. for fixing the issues

‘The dashboard is Interactive with:

I've created a ive i i showing your Victori ics alerts for
the last 2 hours. Here's what the data reveals:
@ Critical Issues Summary
47 Critical Filesystem Alerts - All showing "permission denied" errors
* Duration: Ongoing since May 26, 2025
« Affected: 18 nodes in your sandbox-gke cluster
+ Impact: Kubernetes volumes, secrets, and persistent storage access issues

3CPU Alerts -

« Threshold: <20% CPU usage for extended periods
* Worst cases: Some nodes at only 3-4% utilization

* Impact: Over-provisioned resources leading to unnecessary costs
ul Key Insights from the Dashboard

1. Filesystem Errors: The bar chart shows node 10.142.0.14 has the most errors (18), while
several nodes have only 1-6 errors

2. CPU Usage: Dramatic variation across nodes - some critically underutilized (<5%) while

others are more reasonably loaded (18-23%)

3. Pattern: The filesystem permission errors appear systemic across your Kubernetes cluster

“\ Immediate Action Items

1. Fix filesystem permissions - This is your most urgent issue affecting applic:
functionality

25 i RBAC and volume mount

3. Right-size your cluster - Many nodes are severely over-provisioned

4. Consider pod to better match resource allocation

to actual usage
The provides i ‘harts, detailed and specific
recommendations to help you prioritize these fixes. The filesystem errors should be your top

priority as they can impact fon availability, while the CPU optimization can help
reduce infrastructure costs.
Reply to Claude...

+ % @ Research scma Claude Sonnct 4

vl VictoriaMetrics

B8 VictoriaMetrics Alerts Dashboard
Monitoring alerts for the last 2 hours (10:00 - 12:00 UTC)

Cluster: sandbox-gke | Environment: sandbox
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 Critical Alerts Details

HostFilesystemDeviceError
Severity: Critical  Count: 47 instances  Duration: Since May 26, 2025  Error: permission denied

Impact: Multiple filesystem mount points experiencing permission denied errors. This affects Kubernetes volumes including persistent storage, secrets, and config maps.

HostCpulsUnderutilized

GID penoinG

Severity: Info  Threshold: < 20% for 1 week  Recommendation: Reduce CPU allocation

Impact: Resources are over-provisioned. Consider scaling down to optimize costs. Some nodes showing as little as 3-4% CPU utilization

] Recommendations
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Settings

Profile
Appearance
Account
Privacy
Billing

Integrations

Vl VictoriaMetrics

Full name What should we call you?

Alexander Alexander

What best describes your work?
Engineering
What personal preferences should Claude consider in responses? BETA
Your preferences will apply to all conversations, within Anthropic’s guidelines. Learn about preferences

e.g. remember | primarily code in Python (not a coding beginner)

Feature preview

Preview and provide feedback on upcoming enhancements to our platform. Please note:
experimental features might influence Claude’s behavior and some interactions may differ from
the standard experience.

Analysis tool

Claude can write and run code to process data, run analysis, and produce O
data visualizations in real time.
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what alerting rules i have? —
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what alerting rules i have?

I'll check what alerting rules are configured in your VictoriaMetrics instance.

P —
===z

2 rules
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what alerting rules i have?

I'll check what alerting rules are configured in your VictoriaMetrics instance.

@ rules

Great! Now | can see your alerting rule groups. You have quite a comprehensive alerting setup with 16 different rule
groups. Here's what | found:

Your Alerting Rule Groups
You have 16 alerting rule groups configured across several files:

Rule Groups by Category:
Infrastructure & Host Monitoring:
e node-exporter - Host-level monitoring alerts
e container-events - Container event monitoring
e kubernetes-apps - Kubernetes application alerts
e kubernetes-storage - Kubernetes storage alerts
VictoriaMetrics Monitoring:
e vm-health - VictoriaMetrics health monitoring
e vm-license - VictoriaMetrics license monitoring
e vmagent - VMAgent monitoring alerts
e vmalert - VMAlert monitoring alerts
e vimcluster - VMCluster monitoring alerts
Application Monitoring:
e ArgoCD - ArgoCD application alerts
e analitycs-exporter - Analytics exporter monitoring

LI
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| Available tools
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Available tools
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Available tools
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Show me 3 slowest queries —
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Show me 3 slowest queries

I'll help you find the 3 slowest queries by checking the top queries with the biggest average execution duration.

P—
===z

@ top_queries
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Show me 5 slowest queries

I'll help you find the 3 slowest queries by checking the top queries with the biggest average execution duration.

@ top_queries
Here are the 3 slowest queries by average execution duration in your VictoriaMetrics instance:

Top 3 Slowest Queries
1. Filesystem Space Prediction (4h) - 0.249 seconds

( node_filesystem_avail_bytes{job="node-exporter",fstype!=""} /
node_filesystem_size_bytes{job="node-exporter",fstype!=""} * 100 < 15 and
predict_linear(node_filesystem_avail_bytes{job="node-exporter",fstype!=""}[6h], 4*60*60) < 0 and
node_filesystem_readonly{job="node-exporter",fstype!=""} == 0 )

2. Filesystem Inodes Prediction (24h) - 0.206 seconds

( node_filesystem_files_free{job="node-exporter",fstype!=""} /
node_filesystem_files{job="node-exporter",fstype!=""} * 100 < 40 and
predict_linear(node_filesystem_files_free{job="node-exporter",fstype!=""}[6h], 24*60*60) < 0 and
node_filesystem_readonly{job="node-exporter",fstype!=""} == 0 )

3. Filesystem Inodes Prediction (4h) - 0.194 seconds

( node_filesystem_files_free{job="node-exporter",fstype!=""} /
node_filesystem_files{job="node-exporter",fstype!=""} * 100 < 20 and
predict_linear(node_filesystem_files_free{job="node-exporter",fstype!=""}[6h], 4*60*60) < O and
node_filesystem_readonly{job="node-exporter",fstype!=""} == 0 )

\/VictoriaMetrics Simple, Reliable, Efficient Monitoring victoriametrics.com
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2. Filesystem Inodes Prediction (24h) - 0.206 seconds

3. Filesystem Inodes Prediction (4h) - 0.194 seconds

Key Observations

All of your slowest queries are related to filesystem monitoring and use functions, which are
computationally expensive as they perform linear regression calculations over time series data. These queries are likely
part of alerting rules for predicting when filesystems will run out of space or inodes.

The slowest query takes about 249ms on average, which suggests your VictoriaMetrics instance is performing well overall
with relatively fast query execution times.

Let's work with the first one. Please prettify it

\/VictoriaMetrics Simple, Reliable, Efficient Monitoring victoriametrics.com
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Let's work with the first one. Please prettify it

I'll prettify the slowest query for you using VictoriaMetrics' query formatting endpoint.

P—
===z

@ prettify_query
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Let's work with the first one. Please prettify it

I'll prettify the slowest query for you using VictoriaMetrics' query formatting endpoint.

@ prettify_query
Here's the prettified version of your slowest query:

(
(
(

node_filesystem_avail_bytes{job="node-exporter",fstype!=""}
/
node_filesystem_size_bytes{job="node-exporter",fstype!=""}

*
100
)

<
15
)

and

predict_linear(
node_filesystem_avail_bytes{job="node-exporter",fstype!=""}[6h],
(4 * 60) * 60

<
0
)
)
and
(node_filesystem_readonly{job="node-exporter",fstype!=""} == 0)

The prettified version makes the query structure much clearer:

LI
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[ ] e O Total HTTP Request Rate Across VictoriaMetrics v (&)

© Explain me the following MetriesQL query:

sum(rate(vm_http_requests_total[5m]))

Analyzed MetricsQL query components and sought detailed explanation. 4s v
I'll explain this MetricsQL query for you using the VictoriaMetrics query explanation tool.

£ explain_query v

Decoded query mechanics and prepared clear explanation. 4s v

This MetricsQL query calculates the total rate of HTTP requests per second across all
VictoriaMetrics instances. Let me break it down step by step:

Query Breakdown

vm_http_requests_total[5m]

* vm_http_requests_total isa counter metric that tracks the total number of HTTP
requests received by VictoriaMetrics

* [5m] creates a range vector selecting data points from the last S minutes
rate(vm_http_requests_total[5m])

* The rate() function calculates the average per-second increase rate over the 5-minute
window

* Since vm_http_requests_total isacounter (always increasing), rate() shows how fast
requests are coming in per second

* This is applied to each individual time series (each VictoriaMetrics instance/endpoint)

sum(rate(vm_http_requests_total[5m]))

* The sum() function aggregates all the individual rate values across all time series

* This gives you the total request rate per second across your entire VictoriaMetrics cluster
What This Query Tells You

This query answers: "How many HTTP requests per second is my VictoriaMetrics setup
handling right now?"

For example, if you have multiple VictoriaMetrics instances and the query returns 150 , it
means your system is processing 150 HTTP requests per second in total across all instances.

This is particularly useful for monitoring the overall load and performance of your
VictoriaMetrics deployment.

* 0 & @ Retry

Claude can make mistakes. Please double-check responses.

Reply to Claude...

+ || = | (&8 Claude Sonnet4
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Let's work with the first one. Please prettify it

I'll prettify the slowest query for you using VictoriaMetrics' query formatting endpoint.

@ prettify_query
Here's the prettified version of your slowest query:

(
(
(

node_filesystem_avail_bytes{job="node-exporter",fstype!=""}
/
node_filesystem_size_bytes{job="node-exporter",fstype!=""}

*
100
)

<
15
)

and

predict_linear(
node_filesystem_avail_bytes{job="node-exporter",fstype!=""}[6h],
(4 * 60) * 60

<
0
)
)
and
(node_filesystem_readonly{job="node-exporter",fstype!=""} == 0)

The prettified version makes the query structure much clearer:

LI
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\
node_filesystem avail bytes{job= 5 1=""}[6h],
( )
)

)
)

(node_filesystem_readonly{job= s 1=""} )

The prettified version makes the query structure much clearer:

1. Main condition: Filesystem usage > 85% (less than 15% available)

2. Prediction condition: Linear prediction suggests the filesystem will be full within 4 hours (14,400 seconds)

3. Safety condition: Filesystem is not read-only
This query is designed to alert when a filesystem is both critically low on space AND predicted to run out completely
within 4 hours based on the current trend.

now explain me this query ——
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node_filesystem_avail_bytes

node_filesystem_readonly

The prettified version makes the query structure much clearer:

1. Main condition: Filesystem usage > 85% (less than 15% available)

2. Prediction condition: Linear prediction suggests the filesystem will be full within 4 hours (14,400 seconds)

3. Safety condition: Filesystem is not read-only
This query is designed to alert when a filesystem is both critically low on space AND predicted to run out completely
within 4 hours based on the current trend.

now explain me this query

@ explain_query

\/VictoriaMetrics Simple, Reliable, Efficient Monitoring victoriametrics.com
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now explain me this query

v VictoriaMetrics

«

@ explain_query
What This Query Does

This query identifies filesystems that are critically low on disk space AND predicted to run out completely within 4

hours. It's a proactive alerting rule for preventing disk space exhaustion.
Step-by-Step Breakdown

1. Current Usage Check (First Condition)

(node_f1ilesystem_avail_bytes{job="node-exporter",fstype!=""} / node_filesystem_size_bytes{job="node-exporter",fstype!=""}) * 100 < 15

What it does:
e node filesystem avail bytes: Available space in bytes (space non-root users can use)
e node filesystem size bytes: Total filesystem size in bytes
e Division: Calculates the ratio of available space to total space
e Multiply by 100: Converts to percentage
e < 15:Finds filesystems with less than 15% free space
Filters applied:
e job="node-exporter": Only data from Node Exporter
e fstype!="": Excludes entries without filesystem type (filters out pseudo-filesystems)

2. Future Prediction Check (Second Condition)
predict_linear(node_filesystem_avail_bytes{job="node-exporter",fstype!=""}[6h], (4 * 60) * 60) < O
What it does:

Simple, Reliable, Efficient Monitoring
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2. Future Prediction Check (Second Condition)
predict_linear(node_filesystem_avail_bytes{job="node-exporter",fstype!=""}[6h], (4 * 60) * 60) < O

What it does:

e predict_linear():Uses linear regression to predict future values

e [6h]: Analyzes the last 6 hours of data to establish the trend

e (4 * 60) * 60 = 14,400 seconds: Predicts the value 4 hours into the future

e < 0: Checks if the predicted available space will be negative (completely full)
How prediction works:

e Looks at how disk space has been decreasing over the past 6 hours

e Extrapolates this trend 4 hours into the future

e If the trend suggests O or negative bytes available, it triggers

3. Read-Only Filter (Third Condition)
node_filesystem_readonly{job="node-exporter",fstype!=""} == 0

What it does:
e node filesystem readonly: Indicates if filesystem is mounted read-only (1) or read-write (0)
e == 0: Only includes read-write filesystems
e Why this matters: No point alerting on read-only filesystems since you can't free up space on them

\/VictoriaMetrics Simple, Reliable, Efficient Monitoring victoriametrics.com
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Combined Logic
The query uses AND operators, so ALL three conditions must be true:

(Current free space < 15%)

AND

(Predicted to be full in 4 hours)
AND

(Filesystem is writable)

Why This Query is Slow
1. predict_linear() function: Computationally expensive as it performs linear regression analysis
2. 6-hour lookback window: Must analyze 6 hours of historical data for each filesystem
3. Multiple metric queries: Three different metrics with filtering
4. Label matching: Complex filtering across multiple label dimensions

Practical Use Case

This would typically fire alerts like:
e "Filesystem /var/log on server-01is 12% full and predicted to be completely full in 4 hours based on current usage

trends"
This gives administrators time to take preventive action before the disk actually fills up, which is much better than alerting

only when the disk is already 95% full.
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I'll analyze this MetricsQL query for you. Let me first get a detailed explanation using
VictoriaMetrics' query explanation tool.

Vv explain_query v

Decoded filesystem monitoring query for potential space issues D 4s v




I'll analyze this MetricsQL query for you. Let me first get a detailed explanation using
VictoriaMetrics' query explanation tool.

v explain_query ~

Request B
{

‘query:

(

node_filesystem_avail_bytes{job=\"node-exporter\", fstype!=\"\"}
/
node_filesystem_size_bytes{job=\"node-exporter\", fstype!=\"\"}

\

Decoded filesystem monitoring query for potential space issues ) 4s v




I'll analyze this MetricsQL query for you. Let me first get a detailed explanation using
VictoriaMetrics' query explanation tool.

v explain_query ~

Response [}

{"functions_info":{"predict_linear":

{"name":"predict_linear","description":" predict_linear(series_selector[d],
t)' is a [rollup function] (#rollup—functions), which calculates the value 't°
seconds in the future using\nlinear interpolation over [raw samples]
(https://docs.victoriametrics.com/victoriametrics/keyconcepts/#raw-samples)
on the given lookbehind window “d.\nThe predicted value is calculated
individually per each time series returned from the given [series_selector]
(https://docs.victoriametrics.com/victoriametrics/keyconcepts/#filtering).\nT

Decoded filesystem monitoring query for potential space issues D 4s v




explain_query -

e
: {
"predict_linear",

‘predict_linear(series_selector[d], t)' is a [rollup function](#rollup-functions), which calculates the value "t seconds
in the future using\nlinear interpolation over [raw samples](https://docs.victoriametrics.com/victoriametrics/keyconcepts/#raw-samples) on the
given lookbehind window ‘d’.\nThe predicted value is calculated individually per each time series returned from the given
[series_selector](https://docs.victoriametrics.com/victoriametrics/keyconcepts/#filtering).\nThis function is supported by PromQL.\nSee also
[range_linear_regression](#range_linear_regression).",

"Rollup functions"

}
}J

: {
"node-exporter",
"node_filesystem_avail_bytes",
"Filesystem space available to non-root users in bytes.",
"gauge",
: ["device", "device_error", "fstype", "mountpoint"]

: { : "node-exporter", : "node_filesystem_readonly", : "Filesystem read-only status.",
: ["device", "device_error", "fstype", "mountpoint"] },
: { : "node-exporter", : "node_filesystem_size_bytes", : "Filesystem size in bytes.",
"gauge", : ["device", "device_error", "fstype", "mountpoint"] }

: "ModifierExpr" },
"ModifierExpr" },

"ModifierExpr" },
"ModifierExpr" },




explain_query -

e
: {
: "predict_linear",

‘predict_linear(series_selector[d], t)' is a [rollup function](#rollup-functions), which calculates the value "t seconds
in the future using\nlinear interpolation over [raw samples](https://docs.victoriametrics.com/victoriametrics/keyconcepts/#raw-samples) on the
given lookbehind window ‘d’.\nThe predicted value is calculated individually per each time series returned from the given
[series_selector](https://docs.victoriametrics.com/victoriametrics/keyconcepts/#filtering).\nThis function is supported by PromQL.\nSee also
[range_linear_regression](#range_linear_regression).",
: "Rollup functions"
}
}J




explain_query -

}J

"gauge",

}’

: {
"node-exporter",
"node_filesystem_avail_bytes",
"Filesystem space available to non-root users in bytes.",
"gauge",
: ["device", "device_error", "fstype", "mountpoint"]

: { : "node-exporter", : "node_filesystem_readonly",
: ["device", "device_error", "fstype", "mountpoint"] },
: { : "node-exporter", : "node_filesystem_size_bytes"
"gauge", : ["device", "device_error", "fstype", "mountpoint"] }

"Filesystem read-only status.",

"Filesystem size in bytes.",




explain_query -

¢ "ModifierExpr" },
: "ModifierExpr" },

: "ModifierExpr" },
: "ModifierExpr" },




explain_query -

: {
N
"Binary operation”,
"BinaryOpExpr represents binary operation such as “+°, "-°, “*° /" etc.",
2
s 0 8 5 : "Bool indicates whether ‘bool’ modifier is present. For example, ‘foo \u603ebool bar'",
"bool" },
"GroupModifier contains modifier such as \"on\" or \"ignoring\".",
"ModifierExpr" },

"JoinModifier contains modifier such as \"group_left\" or \"group_right\".",
"ModifierExpr" },

"JoinModifierPrefix is an optional prefix to add to labels specified inside group_left() or group_right() lists. The
syntax is ‘group_left(foo,bar) prefix \"abc\"'",
"StringExpr"
}’

: { H ) : "If KeepMetricNames is set to true, then the operation should keep metric names.",

"bool" 3,
: { : ) : "Left contains left arg for the “left op right’ expression.", . "Expr" },
: { : , : "Op is the operation itself, i.e. "+, "-', "*' etc.", : "string" },
"Right contains right arg for the ‘left op right' expression.", ¢ "Expr" }

: {
"Duration",
"DurationExpr represents a duration, e.g. ‘5m°, ‘1h'. Supported suffixes are ‘s’ (seconds), 'm' (minutes), “h" (hours),
‘d’ (days), ‘w' (weeks), and 'y (years).",
g {0 : { g T, : "Value is the duration value as a string, e.g. '5m°, “1h’. : "string" } }
s
i
"Function",
"uncExpr represents MetricsQL function such as “foo(...)"",
: {
g 4 8 : "Arguments of the function, which can be other expressions.", : "array of Expr" },
"If KeepMetricNames is set to true, then the function should keep metric names.",
"bool" },




explain_query -

e
: {
"predict_linear",

‘predict_linear(series_selector[d], t)' is a [rollup function](#rollup-functions), which calculates the value "t seconds
in the future using\nlinear interpolation over [raw samples](https://docs.victoriametrics.com/victoriametrics/keyconcepts/#raw-samples) on the
given lookbehind window ‘d’.\nThe predicted value is calculated individually per each time series returned from the given
[series_selector](https://docs.victoriametrics.com/victoriametrics/keyconcepts/#filtering).\nThis function is supported by PromQL.\nSee also
[range_linear_regression](#range_linear_regression).",

"Rollup functions"

}
}J

: {
"node-exporter",
"node_filesystem_avail_bytes",
"Filesystem space available to non-root users in bytes.",
"gauge",
: ["device", "device_error", "fstype", "mountpoint"]

: { : "node-exporter", : "node_filesystem_readonly", : "Filesystem read-only status.",
: ["device", "device_error", "fstype", "mountpoint"] },
: { : "node-exporter", : "node_filesystem_size_bytes", : "Filesystem size in bytes.",
"gauge", : ["device", "device_error", "fstype", "mountpoint"] }

: "ModifierExpr" },
"ModifierExpr" },

"ModifierExpr" },
"ModifierExpr" },




explain_query -

}J

"gauge",

}’

: {
"node-exporter",
"node_filesystem_avail_bytes",
"Filesystem space available to non-root users in bytes.",
"gauge",
: ["device", "device_error", "fstype", "mountpoint"]

: { : "node-exporter", : "node_filesystem_readonly",
: ["device", "device_error", "fstype", "mountpoint"] },
: { : "node-exporter", : "node_filesystem_size_bytes"
"gauge", : ["device", "device_error", "fstype", "mountpoint"] }

"Filesystem read-only status.",

"Filesystem size in bytes.",
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& VictoriaMetrics-Community / mcp-victoriametrics  Public L Notifications % Fork 3 Y7 Star 36

<> Code (© Issues 1 19 Pullrequests 1 ® Actions [ Projects @ Security |~ Insights

[I Files mcp-victoriametrics / cmd / mcp-victoriametrics / tools / metrics_metadata_db / cadvisor.json (3
¥ main v Q . Amper implemented metrics metadata db for better explaining metrics
Q Goto file
Code | Blame 771 lines (771 loc) - 17.9 kB - @
> | .github b
v @ cmd/mcp-victoriametrics 1 [
2 {
> ) config 8 "name": "cadvisor_version_info",
S RGGRS 4 "help": "A metric with a constant '1l' value labeled by kernel version, 0S version,
5 "type": “"gauge",
> [ prompts 6 "labels": [
7 "kernelVersion",
> [ resources 8 wosVersion®
v B tools 9 "dockerVersion",
10 "cadvisorVersion",
v [ metrics_metadata_db 11 "cadvisorRevision"

README.md

[ alertmanager.json 14
15 “name": "container_blkio_device_usage_total",
D argocd.json 16 "help": "Blkio Device bytes usage",
[ cadvisor.json 17 “"type": "counter",
18 "labels": [
[ jvm.json 19 "device",
. 20 "major",
[ k8s.json A
21 "minor",
[ kube-state-metrics.json 22 "operation”
[ node-exporter.json 2%

prometheus.json
26 "name": "container_cpu_cfs_periods_total",

recording-rules.json 27 "heln": "Number of elansed enforcement neriod intervals".

0da3f3a - 2 weeks ago {0 History

Rw O & 2 ~ [

docker version, cadvisor version & ci
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<> Code (O Issues 856 11 Pullrequests 97  ( Actions [ Projects (@ Security [~ Insights

Support Prometheus Metric Metadata API #2974 [ Now issue JiTS

P wjordan opened on Aug 11, 2022 < Assignees
@ raeygo
Is your feature request related to a problem? Please describe. g
3 zekkers
This feature request is to support the Prometheus Metric Metadata APl at /api/v1/metadata in Prometheus v2.15.0+.
Similar to #643, but this endpoint returns metadata about scraped metrics without any associated target information. bkl
vnselect currently returns an empty placeholder response for this endpoint (see e6bfgsa ). enhencement
More generally, the request is for VictoriaMetrics to support metric metadata throughout its Prometheus-compatible .
In addition to ing /api/vi/metadata , metadata would need to be scraped from Prometheus targets s
and also propagated via Prometheus remote-write, using the metadata field added to the Prometheus remote-write No type
protocol in v2.23.0.
" " . Projects
Describe the solution you'd like
No projects
Afull solution for Prometheus metadata would require updates to a few components:
Milestone

« mselect implements the /api/vi/metadata endpoint with a response containing at least one metadata object per
metric name. No milestone
« wmstorage adds support for storing metric metadata
o Ifimplementing separate metadata storage is not feasible, a workaround could be to store metadata using a special Relationships
internal metric name (e.g., _prometheus_metadata ) with metadata stored in metric, type, help, unit labels,
requiring no change to vmstorage itself.
« vmagent scrapes metadata from Prometheus targets, and add the metadata field to remote_write requests it sends.

None yet

Development
« Both vnagent and vminsert extractthe netadata field from remote_write requests they receive. i
Code with Copilot Agent Mode ~ ~
Describe alternat & Code with Copilot Agent Mode

/es you've considered

No branches or pull requests
Since Victoriametrics currently ignores Prometheus metric metadata, the only alternative would be to proxy this endpoint to pengl

another handler which serves metric metadata stored in another system.
Participants

e g9 »

Additional context

Since the introduction of the Metric Metadata API, metric metadata has become an increasingly critical part of the
Prometheus user experience.

One key use-case related to this feature request is to support Grafana's in-line metrics help text when using
as a Prometheus datasource:
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The query uses AND operators, so ALL three conditions must be true:

Why This Query is Slow
1. function: Computationally expensive as it performs linear regression analysis
2. 6-hour lookback window: Must analyze 6 hours of historical data for each filesystem
3. Multiple metric queries: Three different metrics with filtering
4. Label matching: Complex filtering across multiple label dimensions

Practical Use Case
This would typically fire alerts like:
e "Filesystem /var/log on server-01 is 12% full and predicted to be completely full in 4 hours based on current usage
trends"
This gives administrators time to take preventive action before the disk actually fills up, which is much better than alerting
only when the disk is already 95% full.

please trace this query ——
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Why This Query is Slow
1. function: Computationally expensive as it performs linear regression analysis
2. 6-hour lookback window: Must analyze 6 hours of historical data for each filesystem
3. Multiple metric queries: Three different metrics with filtering
4. Label matching: Complex filtering across multiple label dimensions

Practical Use Case
This would typically fire alerts like:
e "Filesystem /var/log on server-01 is 12% full and predicted to be completely full in 4 hours based on current usage
trends"
This gives administrators time to take preventive action before the disk actually fills up, which is much better than alerting
only when the disk is already 95% full.

please trace this query

I'll trace the execution of this query to show you exactly how VictoriaMetrics processes it step by step.

e
Ea—a———r

@ query
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please trace this query

I'll trace the execution of this query to show you exactly how VictoriaMetrics processes it step by step.

@ query
Here's a detailed trace analysis of your query execution:

Query Execution Summary
e Total Time: 217.9ms
e Series Fetched: 3,309 time series
e Result: 0 matching filesystems (none currently meet all criteria)
e Data Scanned: Over 2.1 million samples
Execution Breakdown

1. Read-Only Filesystem Check (21ms)
node_filesystem_readonly{job="node-exporter",fstype!=""} == 0

e Time: 21ms

e Series Found: 1,110 filesystems

e Purpose: Filter out read-only filesystems
e Result: Found 1,110 writable filesystems

2. Current Usage Percentage (75ms)

(node_f1ilesystem_avail_bytes / node_filesystem_size_bytes) * 100 < 15
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2. Current Usage Percentage (75ms)
(node_filesystem_avail_bytes / node_filesystem_size_bytes) * 100 < 15

e Time: 75ms

e Series Processed: 733 filesystems

e Data Fetched: 67,816 samples

e Storage Calls: Parallel calls to 2 storage nodes

e Result: Found 733 filesystems with <15% free space

3. Prediction Analysis (113ms) - The Bottleneck
predict_linear(node_filesystem_avail_bytes[6h], 14400) < 0

e Time: 113ms (52% of total execution time)

e Series Processed: 733 filesystems

e Lookback Window: 6 hours (21,600 seconds)

e Data Analyzed: 1,244,406 samples over 6 hours

e Storage Impact: Fetched 9,913 blocks from storage

e Linear Regression: Performed on each of 733 time series
e Result: None predicted to be full in 4 hours

Why This Query is Slow
Primary Bottleneck: predict_linear() Function
e 94ms spent on linear regression calculations
e 1.2M+ samples analyzed for trend calculation
e 6-hour lookback requires significant historical data
e No optimization available for predict_linear() function
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Performance Metrics
e Samples Scanned: 2,111,040 total
e Blocks Fetched: 25,635 blocks
e Network Efficiency: Good - parallel storage access
e Cache Hit Rate: High - used tag filters cache effectively

Final Result
Currently, no filesystems meet all three criteria:
e [74 1,110 filesystems are writable
e [71 733 filesystems have <15% free space
e X Ofilesystems are predicted to be full in 4 hours

The prediction algorithm determined that none of the low-space filesystems have a consumption trend steep enough to
exhaust space within 4 hours, which is actually good news for your infrastructure!

show me the graph for this query for last 24 hours
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Performance Metrics
e Samples Scanned: 2,111,040 total
e Blocks Fetched: 25,635 blocks
e Network Efficiency: Good - parallel storage access
e Cache Hit Rate: High - used tag filters cache effectively

Final Result
Currently, no filesystems meet all three criteria:
e [74 1,110 filesystems are writable
e [71 733 filesystems have <15% free space
e X Ofilesystems are predicted to be full in 4 hours

The prediction algorithm determined that none of the low-space filesystems have a consumption trend steep enough to
exhaust space within 4 hours, which is actually good news for your infrastructure!

show me the graph for this query for last 24 hours

I'll fetch the data for this query over the last 24 hours and create a graph for you.

e
e

@ query_range
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The prediction algorithm determined that none of the low-space filesystems have a consumption trend steep enough to
exhaust space within 4 hours, which is actually good news for your infrastructure!

show me the graph for this query for last 24 hours

I'll fetch the data for this query over the last 24 hours and create a graph for you.

@ query_range

The query returned no results over the past 24 hours, which means no filesystems met all three criteria simultaneously.
This is actually good news! Let me create a more informative dashboard by breaking down the query components to show
you what's happening with your filesystem monitoring.

e
e

@ query_range
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show me the graph for this query for last 24 hours

I'll fetch the data for this query over the last 24 hours and create a graph for you.

@ query_range

The query returned no results over the past 24 hours, which means no filesystems met all three criteria simultaneously.
This is actually good news! Let me create a more informative dashboard by breaking down the query components to show
you what's happening with your filesystem monitoring.

@ query_range

@ query_range
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show me the graph for this query for last 24 hours

I'll fetch the data for this query over the last 24 hours and create a graph for you.

@ query_range

The query returned no results over the past 24 hours, which means no filesystems met all three criteria simultaneously.
This is actually good news! Let me create a more informative dashboard by breaking down the query components to show
you what's happening with your filesystem monitoring.

@ query_range
@ query_range

@ query_range
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show me the graph for this query for last 24 hours

I'll fetch the data for this query over the last 24 hours and create a graph for you.

@ query_range
The query returned no results over the past 24 hours, which means no filesystems met all three criteria simultaneously.
This is actually good news! Let me create a more informative dashboard by breaking down the query components to show

you what's happening with your filesystem monitoring.

@ query_range
@ query_range

@ query_range

Perfect! Now | have filesystem data to create a meaningful visualization. | can see the filesystem usage patterns over the
past few hours. Let me create an interactive dashboard showing the filesystem monitoring data.

Filesystem Monitoring Dashboard
Interactive artifact

I've created a comprehensive filesystem monitoring dashboard that visualizes your query results and explains why no
alerts were triggered. Here are the key findings:
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Vl VictoriaMetrics

® [ VictoriaMetrics Slowest Queries v

Perfect! Now I have filesystem data to create a meaningful visualization. I can see the
filesystem usage patterns over the past few hours. Let me create an interactive dashboard
showing the filesystem monitoring data.

Filesystem Monitoring Dashboard
Interactive artifact gg

Analyzed filesystem dashboard, confirmed no critical space issues.

I've created a ive filesystem that visualizes your query

Tes

Its and explains why no alerts were triggered. Here are the key findings:

‘Why Your Query Returned No Results (Good News!)

‘The original query returned O results over 24 hours because 1o filesystems met all three
criteria simultaneously:

1. [ Current space <15%

2. @ Predicted to be full in 4 hours

3. @ Filesystem is writable
Current Filesystem Health
From the visualization, you can see that:

. All have 92-97%

(well above the 15
« Gradual consumption trends are normal and very slow
« Noimmediate risk of running out of space
Query Performance Analysis
‘The trace showed the query took 217ms with most time spent on:
« predict_linear() function: 113ms (52% of execution time)
« Processing 1.2M+ samples over 6-hour lookback window
« Linear regression on 733 time series
‘What This Means
Your alerting rule is working correctly! It's designed to:

« Proactively identify fi atrisk of

* Give 4-hour advance warning for remediation
« Avoid false positives by requiring both current low space AND prediction

The dashboard shows healthy filesystem usage with no immediate concerns. The slight
downward trends visible in the chart represent normal consumption patterns that won't
trigger the prediction threshold anytime soon.

This is exactly what you want from a sophisticated monitoring system - it's quietly watching
and will only alert when there's a genuine risk of filesystem exhaustion.

Reply to Claude.

+ = ) Claude Sonnet 4

& Filesystem Monitoring Dashboard

Tracking filesystem usage across your cluster. The original query monitors filesystems with <15% free space predicted

to be full in 4 hours.

Total Filesystems

6

Low Space (<30%)

(o}

Critical (<20%)

0o

Alert Threshold

=
=

15% "]
Filter by Node: ~ AllNodes v
Filesystem Available Space Over Time (%)
100
93
89
85 - - : ,
14:00:00 15:00:00 16:00:00 17:00:00 18:00:00 19:00:00 20:00:00
- fhome
Analysis

© Query Results Explanation:

Your original query returned O results over the past 24 hours, which is actually good news! This means no filesystems met
all three criteria: having <15% free space, being predicted to run out in 4 hours, and being writable.

® Current Filesystem Health:
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CPU Utilization - Host 10.142.0.121:9100
° Show the CPU utilization on host "10.142.0.121:9100" for the last two days
Last 2 Days (5-minute intervals)
Il help you query the CPU utilization for that host over the last two days. Let me fetch this
datausing a MetricsQL query. Current Average
24.4% 16.1%
Q query_range
Now let me create a visualization to show the CPU utilization over the last two days: PR s
44.3% 12.8%
CPU Utilization - Host 10.142.0.121:9100
Interactive artifact
&8 -

Key Metrics from the last 2 da

* Current CPU: 24.4% - 17/06/2025, 14:35:00
* Average CPU: 16.2% CPU: 18.92%

+ Maximum CPU: 44.3% (pcak usage)

* Minimum CPU: 12.8% 50
Notable patterns:
« The host shows relatively stable CPU usage, mostly staying betseen 13-20% “ WMMAWM

» There are occasional spikes reaching 25-44%, likely during peak workload periods

* Overall CPU utilization is quite healthy with plenty of headroom
Nl i tatiod Hlgh U e un 16, 050 PR un 16,1720 P um 17, 0240 AW Jun 17,0605 AM Jun 17, 03726 AV Jun 17, 7245 PH i 17, G405 P i 17, 7°25 P Jun 17, 1045 PM Jun 15, 87,05 AM Jun Jon 8, 03730 P
’ v s . 3 . - CPU Utilization (%)

The chart displays the full 48-hour timeline with S-minute granularity, showing the natural

fluctuations in CPU usage for this host. Data shows CPU utilization patterns over the last 48 hours with measurements taken every 5 minutes.

Host: 10.142.0.121:9100 | Query: node_cpu_seconds_total (non-idle time)
0 43 T Retry
Reply to Cla
+ = Claude Somnet 4
victoriametrics.com
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Available tools
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Available tools
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Give me the top metric names by cardinality —
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Give me the top metric names by cardinality

I'll get the top metric names by cardinality from your VictoriaMetrics instance.

P—
===z

@ tsdb_status
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Give me the top metric names by cardinality

I'll get the top metric names by cardinality from your VictoriaMetrics instance.

@ tsdb_status

Here are the top 20 metric names by cardinality in your VictoriaMetrics instance:

Rank Metric Name
1 etcd_request_duration_seconds_bucket
2 apiserver_request_duration_seconds_bucket
3 github_downloads_total
4 apiserver_request_sli_duration_seconds_bucket
20 kube_node_status_condition
Key Observations:
o e 0
VlVictoriaMetrics Simple, Reliable, Efficient Monitoring

Series Count

11,304

10,920

8,387

6,908

755

Requests Count

2,658,477

3,606,927

4,181,762

1,751,128

590,471

victoriametrics.com




18 1,517 381,902,240

19 1,498 109,372
20 kube_node_status_condition 755 590,471
Key Observations:

e Total series across all metrics: 249,452
e Top contributors: The etcd and apiserver duration bucket metrics have the highest cardinality, likely due to multiple
label combinations (different endpoints, methods, status codes, etc.)
e High query activity: go_sched latencies_seconds_bucket has extremely high request count (381M+) despite
moderate cardinality
e Bucket metrics dominate: Most high-cardinality metrics are histogram buckets (_bucket suffix), which is typical as
they create multiple series per metric
The histogram bucket metrics typically have high cardinality because they create separate time series for each bucket
boundary (1e label) combined with other dimensional labels.

Which of them are never queried? _ -

\/VictoriaMetrics Simple, Reliable, Efficient Monitoring victoriametrics.com

«




Which of them are never queried?

| can see from the data that all of the top 20 metrics by cardinality have been used in queries (they all have non-zero
request counts). However, let me check for metrics that are rarely or never queried to give you a better picture.

e
———

%) metric_stastistics
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Which of them are never queried?

| can see from the data that all of the top 20 metrics by cardinality have been used in queries (they all have non-zero
request counts). However, let me check for metrics that are rarely or never queried to give you a better picture.

@ metric_stastistics

Based on the query statistics, all of the top 20 metrics by cardinality are actively being used in queries. None of them
have zero query requests.

However, | did find some completely unused metrics (O queries) in your system, though these are not among the
high-cardinality ones:

Completely unused metrics (0 queries):
e apiserver_nodeport_repair_reconcile_errors_total
e kube_pod_1init_container_status_last_terminated_reason
e vmanomaly_reader_response_parsing_seconds_created

Key findings about your top cardinality metrics:
e Most actively queried: go_sched latencies_seconds_bucket with 381M+ queries
e Least queried among top 20: volume operation_total seconds_bucket with 96,335 queries
e All have substantial usage: Even the least queried high-cardinality metric has nearly 100k queries

This actually indicates a healthy situation - your high-cardinality metrics are being actively used, meaning they're
providing value and not just consuming storage space unnecessarily.
If you're concerned about storage costs, you might want to focus on:

e Retention policies for less frequently queried metrics

e Downsampling strategies for histogram buckets that don't need full granularity

e Label optimization to reduce unnecessary cardinality combinations
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Based on the query statistics, all of the top 20 metrics by cardinality are actively being used in queries. None of them
have zero query requests.

However, | did find some completely unused metrics (O queries) in your system, though these are not among the
high-cardinality ones:

Completely unused metrics (0 queries):
[ ]
[ ]
[ ]

Key findings about your top cardinality metrics:
e Most actively queried: with 381M+ queries
e Least queried among top 20: with 96,335 queries
e All have substantial usage: Even the least queried high-cardinality metric has nearly 100k queries

This actually indicates a healthy situation - your high-cardinality metrics are being actively used, meaning they're
providing value and not just consuming storage space unnecessarily.
If you're concerned about storage costs, you might want to focus on:

e Retention policies for less frequently queried metrics

e Downsampling strategies for histogram buckets that don't need full granularity

e Label optimization to reduce unnecessary cardinality combinations

let's create relabeling rule to remove these
completely unused metrics =

\/ VictoriaMetrics
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nign-carainality ones:

Completely unused metrics (0 queries):
[ ]
[ ]
[ ]

Key findings about your top cardinality metrics:
e Most actively queried: with 381M+ queries
e Least queried among top 20: with 96,335 queries
e All have substantial usage: Even the least queried high-cardinality metric has nearly 100k queries

This actually indicates a healthy situation - your high-cardinality metrics are being actively used, meaning they're
providing value and not just consuming storage space unnecessarily.
If you're concerned about storage costs, you might want to focus on:

e Retention policies for less frequently queried metrics

e Downsampling strategies for histogram buckets that don't need full granularity

e Label optimization to reduce unnecessary cardinality combinations

ok, let's create relabeling rule to drop all completely
unused metrics

Great idea! Let me first get a complete list of completely unused metrics (O queries), then we'll create relabeling rules to
drop them.

©) metric_stastistics
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ok, let's create relabeling rule to drop all completely
unused metrics

Great idea! Let me first get a complete list of completely unused metrics (O queries), then we'll create relabeling rules to
drop them.

%) metric_stastistics

Perfect! | found several completely unused metrics (O queries). Let me create relabeling rules to drop them. Here are the
metrics with exactly O queries:

Relabeling Rules To Drop Unused Metrics
Code
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ok, let's create relabeling rule to drop all completely
unused metrics

Great idea! Let me first get a complete list of completely unused metrics (O queries), then we'll create relabeling rules to
drop them.

%) metric_stastistics

Perfect! | found several completely unused metrics (O queries). Let me create relabeling rules to drop them. Here are the
metrics with exactly O queries:

Relabeling Rules To Drop Unused Metrics
Code

Now let me test these relabeling rules using the debug tool to ensure they work correctly:

e
———

4 metric_relabel_debug
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ok, let's create relabeling rule to drop all completely
unused metrics

Great idea! Let me first get a complete list of completely unused metrics (O queries), then we'll create relabeling rules to
drop them.

©) metric_stastistics

Perfect! | found several completely unused metrics (O queries). Let me create relabeling rules to drop them. Here are the
metrics with exactly O queries:

Relabeling Rules To Drop Unused Metrics
Code

Now let me test these relabeling rules using the debug tool to ensure they work correctly:

4 metric_relabel_debug

Let me test another unused metric to verify the pattern works:

e
—_—

@ metric_relabel_debug

\/VictoriaMetrics Simple, Reliable, Efficient Monitoring victoriametrics.com

«




ok, let's create relabeling rule to drop all completely
unused metrics

Great idea! Let me first get a complete list of completely unused metrics (O queries), then we'll create relabeling rules to
drop them.

©) metric_stastistics

Perfect! | found several completely unused metrics (O queries). Let me create relabeling rules to drop them. Here are the
metrics with exactly O queries:

Relabeling Rules To Drop Unused Metrics
Code

Now let me test these relabeling rules using the debug tool to ensure they work correctly:
4 metric_relabel_debug

Let me test another unused metric to verify the pattern works:
@ metric_relabel_debug

Perfect! Now let me test that we don't accidentally drop metrics that should be kept:

=_—
/(/? metric_relabel_debug
VIVictoriaMetrics Simple, Reliable, Efficient Monitoring victoriametrics.com




Great idea! Let me first get a complete list of completely unused metrics (O queries), then we'll create relabeling rules to
drop them.

©) metric_stastistics

Perfect! | found several completely unused metrics (O queries). Let me create relabeling rules to drop them. Here are the
metrics with exactly O queries:

Relabeling Rules To Drop Unused Metrics
Code

Now let me test these relabeling rules using the debug tool to ensure they work correctly:
4 metric_relabel_debug

Let me test another unused metric to verify the pattern works:
@ metric_relabel_debug

Perfect! Now let me test that we don't accidentally drop metrics that should be kept:
/(/? metric_relabel_debug

Excellent! The relabeling rules are working perfectly. Here's a summary:

{74 Validation Results
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® 0 ® [ VictoriaMetrics Metric Cardinality Analysis v Copy v X

Let me test another unused metric to verify the pattern works:

metric_relabel_debug

Validated relabeling rules by testing metric dropping strategy.

Perfect! Now let me test that we don't accidentally drop metrics that should be kept: scrape_configs:

- job_name: ‘your-job-name"

® metric_relabel_debug

etri elabel_configs:
Validated relabeling rule for dropping unused metrics effectively. 3 v

ource_labels: [__name__]
Escellent! The relabeling rules are working perfectly. Here's a summary: i T

apiserver_authorization_natch_condition_exclusions_total|apiserver_cel_evaluation_duration_seconds_count|apiserver_validation_de

4 validation Results action: drop

arative_validation_mism

Unused metrics correctly dropped:
* apiserver_authorization_match_condition_exclusions_total — DROPPED 4
* node_processes_max_threads — DROPPED

‘Used metrics correctly preserved: T

* up (4.6M+ queries) — PRESERVED metr

Impact Summary - 50

rege

s_total |z

erver_cel_evaluation_duration_seconds_count |apiserver_validation_decla

apis ive_validation_mismat
Completely unused metrics to be dropped (0 queries): action: drop

apiserver_authorization_match_condition_exclusions_total
apiserver_cel_evaluation_duration_seconds_count
apiserver_validation_declarative_validation_mismatch_total

field_validation_request_duration_seconds_sum

kube_pod_init_container_status_waiting_reason
- source_labels: [_name_]

node_processes_nax_threads

autho ion_match_cond.

1
2:
3.
4.
5. kube_persistentvoluneclain_deletion_timestamp metric_relabel_configs:
6.
71
8.

action: drop
vmanomaly_start_time_seconds

% Next Steps -

1. Apply the relabeling rules using Method 1 or 2 from the artifact above
2. Monitor the effect - you should see reduced metric ingestion

3. Consider to include rarely-used metrics (1-1000 queries) if you want more

aggressive optimization

The rules are safe to deploy as they only target metrics with zero usage in your monitoring
queries. This will reduce storage costs and improve query performance without any impact
on your monitoring capabilities.

_duration_
Would you like me to help create additional rules for rarely-used metrics, or help you
implement these rules in your specific VictoriaMetrics setup?
- labels: 1
Reply to Claude... "kut ntvoluneclain_deletion_tinestamp'
drop
= Claude Sonnet 4
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Available tools
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| Available tools
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How to write data to VictoriaMetrics Cloud?

S R—
——————
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How to write data to VictoriaMetrics Cloud?

Great idea! Let me first get a complete list of completely unused metrics (O queries), then we'll create relabeling rules to
drop them.

Thinking about writing metrics to VictoriaMetrics Cloud platform

e
Eaem———

@ documentation
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How to write data to VictoriaMetrics Cloud?

Great idea! Let me first get a complete list of completely unused metrics (O queries), then we'll create relabeling rules to
drop them.

Thinking about writing metrics to VictoriaMetrics Cloud platform
%) documentation

Based on the documentation search results, i can see information about various ways to...

o
=

@ documentation
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How to write data to VictoriaMetrics Cloud?

Great idea! Let me first get a complete list of completely unused metrics (O queries), then we'll create relabeling rules to
drop them.

Thinking about writing metrics to VictoriaMetrics Cloud platform
%) documentation

Based on the documentation search results, i can see information about various ways to...
%) documentation

Now i have comprehensive information about writing data to VictoriaMetrics Cloud.

@ documentation
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How to write data to VictoriaMetrics Cloud?

Great idea! Let me first get a complete list of completely unused metrics (O queries), then we'll create relabeling rules to
drop them.

Thinking about writing metrics to VictoriaMetrics Cloud platform
%) documentation

Based on the documentation search results, i can see information about various ways to...
%) documentation

Now i have comprehensive information about writing data to VictoriaMetrics Cloud.
%) documentation

Synthesized comprehensive strategy for VictoriaMetrics Cloud data writing.

Based on the documentation, here's a comprehensive guide on how to write data to VictoriaMetrics Cloud:

LI

\/VictoriaMetrics Simple, Reliable, Efficient Monitoring victoriametrics.com

«




e O VictoriaMetrics Cloud Data Writing v
Based on the here'sa guide on how to write data to
VictoriaMetrics Cloud:
Getting Started

To write data to VictoriaMetrics Cloud, you need two essential components:

1. Access Endpoint: The URL of your deployment (e.g.,
https://xxxx.cloud.victoriametrics.com)

2. Access Token: A bearer token for authentication with write permissions
Setting Up Access

1. Access Endpoint

‘You can find your dpoint in the

« Goto the "Access tokens" tab or "Overview" tab of your deployment page
« Copy the Access endpoint URL
2. Access Token

Create a write access token:

1. Navigate to the "Access tokens" tab on your deployment page

2. Click "Generate Token"

3. Enter a name (e.g., "prometheus-write")

4. Select Write permissions (or Read/Write if you need both)

5. Click "Generate"

6. Copy the secret token value

Data Ingestion Methods

VictoriaMetrics Cloud supports multiple ingestion protocols:

1. Prometheus Remote Write

Configure Prometheus to send data using remote write:

remo
- url: https://<ACCESS_ENDPOINT>/api/v1/write
headers:

_write:

Authorizat. <YOUR

2.vmagent

Use vmagent as a more efficient alternative to Prometheus:

+/vmagent \

-remoteWrite.url=https://<ACCESS_ENDPOINT>/api/v1/write \
-remotelirite.bearerToken=<YOUR_ACCESS_TOKEN>

Reply to Claude

+] =

Vl VictoriaMetrics

Cloud console:

Claude Sonnet 4
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Authorization: "Bearer <YOUR_ACCESS_TOKEN>"
Integration Examples
Telegraf
tonl
[loutputs.inf
urls =
headers = ["Authorization"] = ["Bearer <YOUR_ACCESS_TOKEN>"]
Grafana Alloy

alloy
prometheus. remote_write "victoriametrics" {
endpoint {
url = "https://<ACCESS_ENDPOINT>/api/v1/write"
bearer_token = "<YOUR_ACCESS_TOKEN>"
}

Vector
yanl

sinks:
victoriametrics:

type: prometheus_remote_write

endpoint: "https://<A ENDPOINT>/api/v1/write"
: "bearer"
"<YOUR_ S_TOKEN>"

Cluster vs Single Deployments
Single Node Deployments
Use the standard endpoints:
* Write: https://<ACCESS_ENDPOINT>/api/vl/write
* Query: https://<ACCESS_ENDPOINT>/api/v1/query
Cluster Deployments
Include tenant information in the URL:
« Write: https://<ACCESS_ENDPOINT>/insert/<TENANT_ID>/prometheus/api/vl/write
* Query: https://<ACCESS_ENDPOINT>/select/<TENANT_ID>/prometheus/api/v1/query

You can al specific tokens that

handle the tenant routing.

Security Best Practices

Reply to Claude

+ || = > Claude Sonnet 4
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Cluster vs Single Deployments

Single Node Deployments

Use the standard endpoints:

* Write: https://<ACCESS_ENDPOINT>/api/v1/write

* Query: https://<ACCESS_ENDPOINT>/api/v1/query

Cluster Deployments

Include tenant information in the URL:

« Write: https://<ACCESS_ENDPOINT>/insert/<TENANT_ID>/prometheus/api/vl/write
« Query: https://<ACCESS_ENDPOINT>/select/<TENANT_ID>/prometheus/api/v1/query

‘You can also create tenant-specific tokens that automatically handle the tenant routing.

Security Best Practices

1. Token Management: Treat access tokens like passwords - don't share or store them in
plain text

2. Permissions: Use write-only tokens for data ingestion and read-only tokens for querying
3. Token Rotation: Regularly rotate your access tokens

4. Monitoring: Monitor token usage in the "Access tokens" tab

Supported Protocols

VictoriaMetrics Cloud accepts data via multiple protocols:
« Prometheus remote write

« InfluxDB line protocol

« OpenTelemetry (OTLP)

« Datadog format

« Graphite

« OpenTSDB

« New Relic format

Getting Help

For specific integration examples tailored to your deployment:

1. Visit the VictoriaMetrics Cloud Console

2.Select your examples

type for

3. The console provides pre-filled URLS and tokens for easy setup

Each i uide in the le includes examples with your actual

deployment endpoints and properly configured access tokens.

® Claude does not have nternet access enabled. Enable web search for up to date and accurate inks.

Reply to Claude...
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V' VictoriaMetrics Docs ~ Our Products  Plans & Features Resources AboutUs  Contact Us Search / @ park
VictoriaMetrics v VictoriaMetrics Prominent features
Victorialogs v VictoriaMetrics V Components
Guides - Operation

VictoriaMetrics is a fast, cost-effective and scalable monitoring solution and time series database. See Install
Kubernetes Operator v

case studies for VictoriaMetrics . i

How to start VictoriaMetrics

Helm Charts v

VictoriaMetrics is available in binary releases , Docker il
VictoriaMetrics Cloud v ence M~ < > =] victoriametrics.com [N h + O

Documentation for the cluster version of VictoriaMetri

Anomaly Detection v

VictoriaMetrics Our Products  Plans & Features Resources Support Abol Contact Us

Learn more about key concepts of VictoriaMetrics and

experience.

Authors +

If you have questions about VictoriaMetrics, then feel fi

community Slack chat, you can join it via Slack Inviter . Alexander Marshalov
Aliaksandr Valialkin
Contact us if you need enterprise support for Victorial Developer's Note: Research on Distributed Tracing, Comparing With ey

package . Enterprise binaries can be downloaded and Tempo and ClickHouse

Denys Holius

can also request a free trial license . byZhu Jiekun onJun9, 2025 Derek Foster

" N — o When it comes to observability, people often refer to its three pillars: metrics, tracing, and Dmytro Kozlov
VictofiaMetrics s developed at afastpace, sot isTegg logging. At VictoriaMetrics, we already have solutions for metrics and logging. Throughout i
periodically, and to perform regular upgrades . these years, we've heard acommon question from the community: When will VictoriaTraces Fred Navruzov

be released? If you are interested in this topic, then this blog post is for you. We'll share the
results of our research into distributed tracing and explore two key questions: Will there be a
VictoriaTraces? And how competitive could it be? Ivan Yatskevich

Gonzalo Garcia Labat
VictoriaMetrics Enterprise provides long-term support

©2019-2025 VictoriaMetrics . .
Jean-Jerome Schmidt-Soisson

Jose Gomez-Selles

Marc Sherwood

Mathias Palmersheim
vmagent: Key Features Explained in Under 15 Minutes Nikolay Khramchikhin
by PhuongLe onJun6,2025 PhuongLe

vmagent is a lightweight agent for collecting and forwarding metrics to remote storage. It Roman Khavronenko
supports relabeling, sharding, replication, aggregation, deduplication, and disk buffering to Yurii Kravets
ensure reliable and efficient metric delivery.

Zakhar Bessarab
Zhu Jiekun

Categories ¥
4 ~

VIVictoriaMetrics Simple, Reliable, Efficient Monitoring victoriametrics.com




¥ What’s new, Alexander?

How can | help you today?
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Upload a file

Add from GitHub
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Add from Google Drive

vV Add from victoriametrics

Qi

Use a project
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|

e e @ Learn 88 Connect apps
rarely_used_metrics_with_high_c...
unused_metrics

[v1.100.0](https://github.com/Vict...
[v1.100.1](https://github.com/Victo...

[v1.101.0](https://github.com/Victo...
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[v1.102.0-rc1](https://github.com/...
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Enter prompt inputs

documentation

Search by VictoriaMetrics documentation or give context for
answering questions

Query*

How to set up different retention for different tenants?

Cancel Add prompt
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+ = O Claude Sonnet 4

documentation.tx
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1line

TXT

& Create </> Code ¢ Write < Learn 88 Connect apps
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>
&

@ ® O VictoriaMetrics Tenant Retention Policies v
Based on the VictoriaMetrics documentation, here's how to set up different retention periods
for different tenants:
Enterprise Solution (Recommended)
VictoriaMetrics Enterprise supports tenant-specific retention through retention filters.

This is the most straightforward approach:

Configuration

Use the -retentionFilter command-line flag with tenant pseudo-labels:

bash

-retentionFilter='{vm_account_id=~"42.%"}:1d' \
-retentionFilter="'{vm_account_id="5",env="dev"}:5d"' \
—-retentionPeriod=4w

This configuration:

e Sets 1-day retention for tenants with accountID starting with "42"
e Sets 5-day retention for development data from tenant accountID=5

¢ Sets 4-week retention for all other tenants

Reply to Claude...

+ || = & Claude Sonnet 4
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: ™ LRGN

) Product v Solutions -~ Resources © Open Source v Enterprise - Pricing Search or jump to.. signin | Signup

& modelcontextprotocol / modelcontextprotocol Pubiic £ Notifications % Fork 636 Y1 star 4k [ ] °
<> Code () Issues 158 11 Pullrequests 101 () Discussions () Actions [ Projects 1 @ Security |~ Insights ° : !

®
Open to tools/search and resources/search #204 [ newissue Ji8 S

™. | Assignees
S‘: patwhite opened on Mar 16 ° (Y v
No one assigned ° : ®
Is the dev team here open to a spec update that adds a simple search endpoint to the tool and resource endpoints? : ( ]
Potentially prompts, too. The idea would be to enable agentic searching for proper tools when there may actually be Labele @ )
thousands of tools. [ J
enhancement [ ) z [ )
I know part of the design here was very focused servers, but | think we need to enable a generic MCP tool discovery ° [ J ° [ ) .

]
v

mechanism when you have larger servers. Wanted to gauge temperature or see if this had been considered. This might also

[ ) 00 O
i i o Type ®
require some sort of namespacing concept, curious if folks have thought about that and/or would be open to it ie list all
No type o 8 :. .o 00!

tools for a namespace).

High level, | guess the question s, at a sufficiently large enterprise, have you considered how an aggregator would work that prdiacts L] ..:..‘ e

allows ai driven discovery of enterprise capabilities across teams without manually adding multiple MCP servers?
No projects.

Thanks!

o .i .o & ) e%8
.5 - £ :::ﬁ{i!..zﬂ 35 toerge

Relationships

© & patwhite added enhancement on Mar 16 N N
= one ye
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mcp-victoriametrics + VictoriaMetrics Cloud

®

0 +
VictoriaMetrics-dev / APl Keys Help . + z‘.. z.u
Api Keys

Q
2‘ ‘;z
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https://docs.victoriametrics.com/victoriametrics-cloud/api/

How to set up in your client?

2 {
: "/path/to/mcp-victoriametrics",
2 {
: "<YOUR_CLOUD_API_KEY>"
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Additional cloud-specific tools

deployments available VM instances

Q

@ regions supported regions

. @ . tlers ............................ Supported tler for VM msta nce s ...........................................................
. @ . access_tOkens ........... acceSStOkens ofVMmstance ...............................................................
@ rulefilenames  alerting and recording rules filenames of VM instance
& rilefle content of specific alerting or recording rules file of VM instance
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| Future plans
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Roadmap
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| mcp-victorialogs
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mcp-victorialogs

github.com

€) Product © Solutions - Resources v Open Source  Enterprise ~ Pricing

Search or jump to. signin | Signup

3 Victori ics-Community / mep-victori public 0 Notficatins ¥ Fork 2 ¥ star
<> Code O Issues I3 Pullrequests © Actions [ Projects @ Security L~ Insights

¥ main ~ I 4Branches © 4Tags Q Gotofile <> Code About

The implementation of Model Context

[0 README ~ © Code of conduct &% Apache-2.0 license = Protocol (MCP) server for VictoriaLogs.

@ victoriametrics.com

VictoriaLogs MCP Server

al mep logging logs

observability  victoriametrics

D CETm G

victorialogs  mep-server

The ion of Model Context Protocol (MCP) server for VictoriaLogs.

0 Readme
This provides access to your VictoriaLogs instance and seamless integration with VictoriaLogs APIs and 5 Apache-20 license
Itcan give you a interface for logs, , and debugging tasks related to ® Code of conduct

your VictoriaLogs instances, enable advanced automation and interaction capabilties for engineers and tools, A Activity

© Custom properties
Features % mstars

ctori . . bl ® 4watching

This MCP server allows you to use almost all read-only APIs of VictoriaLogs, i.e. all functions available in Web Ul:

¥ 2forks

* Querying logs and exploring logs data Report repository
+ Showing parameters of your VictoriaLogs instance

+ Listing available streams, fields, field values Reloases @
« Query statistics for the logs as metrics
© v1.00 (Latest)
In addition, the MCP server contains embedded up-to-date documentation and is able to search it without online 5 days ago
access.

+3 releases
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Available tools

@ facets most frequent values per each log field

@ feldnames / field values it field names or values for specified query
@ . ﬂa g S ............................................................................ non defau|tﬂagsof t heVICtonaLogs mstan Ce .......................
@ . hlts .............................................................................. num ber of matChmg |ogentr|esgro uped by b UCketS ............
@ . que ry .......................................................................... que ry|ogs Wlth . L Og SQL .............................................................
@ stats.query / stats_query_range instant or range stats query (for alerting)
@ stream_field_names /stream field_values list field names or values for specified logstream
& stream_ids / streams st stream IDs or streams for specified query
& documentaton search in embedded Victorialogs documentation
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| Before the end
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How to improve answers

Quality of responses strongly depends on:

@ LLM (count of parameters, context size, thinking / reasoning option, etc...)
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How to improve answers

Quality of responses strongly depends on:
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How to improve answers

Quality of responses strongly depends on:
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How to improve answers

@/ Power of LLMs in the keeping context, move step-by-step and combine different
tools
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How to improve answers

@/ If you know the available capabilities (tools), terms and keywords and form
queries based on them rather than using abstract queries - the results will be
more accurate
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How to improve answers

@ Be tolerant of LLM “hallucinations”, try different approaches to improve your
results
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How to improve answers
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How to improve answers

@/ It works much accurate with known metrics from OpenSource software,
because LLMs already has context about them in internal knowledge
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How to improve answers

@/ Combining the capabilities of different MCP servers from the same domain (for
example mcp-victoriametrics + mcp-victorialogs + mcp for k8s) should enhance
the capabilities and open up new complex scenarios

\/VictoriaMetrics Simple, Reliable, Efficient Monitoring victoriametrics.com

«



Can Al/ML Guide Observability?

VictoriaMetrics JRaRCIS . #3g -“‘

Can Al/ML Guide Observability?

Marc Sherwood & Mathias Palmersheim

June 26th, 2025

10am PDT / 6pm BST / 7pm CEST

()
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VictoriaMetrics
Cloud
Thank you for listening

marshalov@victoriametrics.com
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